
 

GDPR - An Executive Summary for 
Senior Management 

 

PECOMi Consulting understand that every business has it's own needs, whether is finding Personal 

Identificable Information (PII), enriching content, exploring dark data or a simple data cleanse 

exercise, PECOMi provide businesses with the services to enable compliance without confusion. 

An Introduction 

This Whitepaper will focus on the implications of the General Data Protection Regulation (GDPR) for 

Senior Management, covering what GDPR means for your business, why compliance is so important, 

together with a consideration of the activities and measures required to be undertaken at board 

level, with a focus on corporate governance and due diligence during mergers and acquisitions 

(M&A). 

Why is GDPR significant? 

GDPR is the biggest and most impactful change in privacy and data protection regulation in history. 

There will be a significant penalty fine with an upper limit of €20M or 4% of global annual turnover – 



whichever is higher. Not only is the financial impact extremely high with severe consequences for 

your reputation and the businesses, any breach could also result in the instant dismissal of those in a 

position of responsibility 

What it is not? 

GDPR is not a rehash of the Data Protection Act. The scope is far broader, the rights of individuals 

significantly increase, plus data subjects/ individuals will also be able to take legal action which 

would be in addition to the fine from the regulator (Information Commissioners Office (ICO)). 

Main points to note: 

• Some organisations (including public sector bodies or those that qualify through their 

processing activities) must appoint a Data Protection Officer (DPO) 

 • Organisations must maintain an inventory of ‘Personal Information’ and a record of the personal 

data processing activities 

 • Breaches are to be reported to regulators within 72 hours  

• Requirements around data monitoring, encryption, anonymisation and availability 

A Fresh Approach to Data Protection 

Minimise the risks your organisation may be subjected to, limit the amount of time spent preparing 

for GDPR and protect your role by encouraging your organisation to approach data protection with a 

fresh mind-set. You must consider and tackle the following now: 

1.  Do I understand my organisation’s privacy obligations, risks and is our data compliance 

strategy fit for purpose? 

2. Am I making sound decisions and plans regarding technology and business initiatives that 

include personal information (e.g. customers and employees)? Do we have the required 

consents from data subjects/ individuals to hold and process their data?  

3. Do I have a clear view of what personal information we process, who is processing it, where 

it is kept and the purpose for which the data is used? Are we clear and transparent with our 

privacy notices, contracts etc? 

4. Am I confident that my organisation has the processes in place to foresee a breach and 

manage this in accordance with GDPR requirements?  

5. Do I monitor internal and third-party supplier data compliance, privacy and security to 

protect my organisation?  

6. Do I need a Data Protection Officer (DPO)?  

7. Is there an appreciation of the fact that data subjects/individuals will have increased rights 

and can make requests against the data we hold on them?  

8. Do I understand the impact GDPR will have on the organisation and are all Data Processors 

(DPs) fully educated to understand their responsibilities for fulfilling the requirements?  



9. Have we undertaken an initial Data Protection Impact Assessments (DPIAs) which is a 

requirement under GDPR, and are we undertaking these on a regular basis and/or as and 

when required?  

10. Do I have data correction, withdrawal, transfer, processing and compensation measures and 

processes in place that are fully transparent internally and externally?  

Once you have considered the above a business specific data management plan can be developed 

for implementation of new/revised data protection policies and solutions to ensure you meet the 

requirements of GDPR. 

Good Corporate Governance is Good for Business 

GDPR will fill the gaps on UK data protection within corporate governance. At present the 

“Combined Code” does not address data protection specifically but it does assign Directors the 

responsibility for risk management, therefore those not upholding their responsibilities, or those 

that have breached their duty of skill, care and diligence can be held responsible for damages where 

the company or its shareholders have suffered loss because of the breach. GDPR provides Directors 

with extensive legal responsibilities for risk management, effective data management and 

governance requirements. The risks and associated costs of non-compliance should be addressed at 

board level with GDPR featuring within Corporate Governance reviews. Board members must 

demonstrate accountability, compliance and transparency, and be seen to be supporting the sharing 

of information, decision making and risk management that comes with good governance.  

Demonstrating good corporate governance puts an organisation in a position of strength when 

managing reputation, stakeholder relationships, winning new business, maintaining customers and 

having mutually beneficial supplier relationships. The principle of accountability provides the 

opportunity to bolster trust through robust and transparent data protection activities. Overall, there 

is vastly increased accountability for corporate governance at board level under GDPR which may 

involve reorganisation and change management to ensure compliance, particularly apparent during 

periods of change, including M&A activity and the due diligence required. 

accuracy of personal information inventories, effectiveness of risk management and security 

operations functions, to understand the full extent of GDPR associated costs post-acquisition.  

Acquiring a breached company, even with warranties in place, can be very risky. Get an 

understanding of any past breaches, measures taken/put in place. Also, identify possible future 

breaches to manage the risks around these. Finally, a product/service can quite often be based on 

technology, this must be reviewed to ensure it is ‘fit for purpose’. Furthermore, if that 

product/service is marketed on its inherent security resilience/security functionality get an 

understanding of what could undermine this position to fully protect the investment. 

Next steps for preparing for the countdown to GDPR 

To help CEOs prepare, PECOMi Consulting suggest taking these 3 steps: 

1.  Allocate a budget and assign responsibility to a Board Member. Undertake an initial DPIA 

immediately  



2. Ensure the Board are fully educated and understand what personal data is currently being 

managed and processed, so they have a complete picture of the organisation’s data life-

cycle. This will facilitate the cascading of GDPR objectives and initiatives down throughout 

the organisation as a business-wide concern  

3. Have a clear data management plan for GDPR compliance by January 2018. Start examining 

the types of incidents your organisation faces and develop a sense of what constitutes a 

serious incident in the context of your data 

Summary 

The key to GDPR is a sound approach to data protection across the organisation. Focusing purely on 

compliance is the wrong approach, as many compliant organisations have still encountered serious 

issues and suffered significant impact as a result. A true approach to data protection should be 

embedded within your organisation with related strategies, transformation and commercial 

arrangements that take you to a mature and best practice approach on compliance. . 

Data protection requires practical knowledge, experience and business empathy to determine 

what’s possible, what’s a priority, what’s a risk. Many organisations won’t have this available to 

them but can access it through purpose-built tools that will search their unstructured data, analyse it 

and then organise in a way that enables them to achieve regulatory compliance, whilst tackling data 

protection holistically to minimise the occurrence of a breach. GDPR will require most organisations 

to make substantial enhancements to data management - how this is collected, stored, used and 

disclosed. The changes are complex and will take time to work through. Acting now with an 

organised and methodical approach will ensure you are GDPR ready. 
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